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El escrutinio de seguridad en
HE sigue igual...



Main novelties in HE

» Legal basis in HE Regulation (
is not only a necessity, but also

A

Jegal obligation!

.
‘

» Standardised process for all activities in HE.

proposals.

| updated set of guidance material.

Cuestionario en la parte-A de
todas las propuestas, asi como
una seccion dedicada en la parte-
B, solamente si respondes “YES”
en alguna pregunta!

c—————p—

’-N

gcurity issues in research proposals

» Security Self-assessment by the applicants in the proposal template for all HE

HORIZON-CL3-2023-FCT-01-03: New methods and technologies in service of

community policing and transferable best practices

Specific conditions

Expected EU
contribution per
project

The Commission estimates that an EU contribution of around EUR 4.00
million would allow these outcomes to be addressed appropriately.
Nonetheless. this does not preclude submission and selection of a proposal
requesting different amounts.

Readiness Level
L _ L _ 0 __ N 1
Security

Sensitive Topics

Indicative The total indicative budget for the topic is EUR 4.00 million.

budger

Type of Action Research and Innovation Actions

Eligibility The conditions are deseribed in General Annex B. The following

conditions exceptions apply:
The following additional eligibility criteria apply:
This topic requires the active involvement. as beneficiaries, of at least 3
Police Authorities ' from at least 3 different EU Member States or
Associated Countries. For these participants. applicants must fill in the
table “Information about security practitioners™ in the application form
with all the requested information, following the template provided in the
submission IT tool.

Technology Activities are expected to achieve TRL 6-7 by the end of the project — see

General Annex B.
L _ L _§L _§ _§R _§B &R _§B &+ &+ _§B _§B _§B &+ _&BR_§B _§B _§B _§B B §N
Some activities resulting from this topic may involve using classified

background and/or producing of security sensitive results (EUCI and
SEN). Please refer to the related provisions in section B Security — EU
classified and sensitive information of the General Annexes.

--l




Security Appraisal in HE: overview of the process

The Security Appraisal Procedure concerns all activities funded under Horizon
Europe and includes three main steps:

1. The Security Self-assessment by the Applicant — all proposals; 2 Se debe
completar part-A & part-B de latemplate!

2. The Security Review by the granting authority, the Commission and national
security experts- a selection of proposals; = Para los topics de Cluster-3 &
topics de Space the Cluster-4; asi como para cualquier otro topic en los
gque haya una duda potencial! = Proceso posterior a la evaluacion
técnicayse realizaen paraleloalarevision ética.

3. The Security Checks, by the Commission or the relevant funding body,
where appropriate, during or after the life of the project. = Comprovacion
del cumplimiento de todas las condiciones para manejo de informacion
sensible y posibilidad de hacer modificiaciones en la clasificacion, si
necesario!

Possibility to flag a topic as security sensitive in the Work Programme
influences the routing of the process (p.e., delays in the GA signature). At
present, the security sensitive topics are from the Civil Security, ICT related
topics (p.e. quantum) and the some space calls.



Security Appraisal in HE: overview of the process
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Recordemos como es el proceso de evaluacion...

Comprobacion Envio de la
Eligibilidad Propuesta

i eligible

I 1. Evaluacién Individual I
No elig[ble: i
exclusion 2. Reunidn del
No supera Grupo de Consenso
umbrales Informe de Si supera
Consenso umbrales
CR+ESR I 3. Panel de Evaluation I
ESR i
I Lista Prioritaria Eevlsmns idad
tica
Decision de la i & Seguriaa
Comision
l Decision de la Comisidn I Informe
v

4-------- Lista de Reserva  ---pJ Start grant preparation
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Overview of the process: Security Self-assessment

The Security Issues Table (part-A) includes 3 main questions:

* Involvement of information/materials requiring protection against
unauthorised disclosure (classified information) and participation of non-
EU countries.

= Potential for misuse of results.

= National security restrictions or other security issues that should be
taken into consideration.

Si la respuesta es “YES” en alguna de las preguntas = When preparing a
proposal, under a security sensitive topic, the applicant is also required to
complete a Security Section in part-B with more information on specific security
Issues. Information and guidance can be found in the Security Section template.

Attention: The proposals must not contain classified information (the IT tool
does NOT allow applicants to include classified information in a proposal).
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Overview of the process: Security Self-assessment

HE proposals will contain a Security Issues Table, mandatory for all applicants in Part-A.
Information and guidance can be found in the How to handle security-sensitive projects.

i
L=

C . . Fom
SCUMY ISSUeS [ave

F by answering Yes ar Mo fo all of the ques ndior

y (Y COnCEMS. I an answer e afn

reia 2 at [5508 can be found.

1. EU classified information [EUGIf Page

Dioes this activity imeclve information andfor matenals requirng protection against unauthorised " Yes € No
disclosure (EUCI)?

¥ YES: I= the activity going to use classified information as ba-.’:hgmunl:la information? ™ ¥es € No

Is the activity going to generate EU classified f::lﬂagr'n::u..lnl::l4 information as results? | (. Yes Mo

Dipes this activity invohee non-EU countries? ™ Yes £ No

if YES: Do participants from non-EU countries need to have access to EWCI? ™ Yes £ No

Da the non-EU countries concerned have a security of information agreement with ™ Yes ' No

the EU
2. MISUSE . 4 O Page
, . ) , T ves (T Mo
Dipes this activity have the potential for misuse of results?
Does the activity provide knowledge, matenals and technologies that could be (™ Yes (" No

channelled infto crime and/or termansm?
i YES:

Ciould the activity result in the development of chemical, biological, radiclogical or ™ Yes (' No
nuclear (CBRM) weapons/and the means for their delivery?

3. OTHER SECURITY 155U v Page

b
Does this activity invohee information andfor materials subject o national securiy restrictions? | (™ ves (7 No ;ﬁ- e .« EDT'

If yes, please specifysi{Masmum number of characters allowed: 1000 @CDTloficial

~ - e



https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf

Ejemplo real de si la respuestaes “YES” en alguna de las preguntas en la parte-A...

Administrative forms

Proposal ID 101070xxx
acomym FANTASTIC

Security issues table

1. EU Classified Information (EUCTE

Does this activity involve information and/or materials requiring protection against

unauthorised dischkosure (EUCI? @®Yes (Mo
Is the activity going to use classified information as background? information? (" Yes (" No
Is the activity going to generate EU classified foreground® information as result? = Yez (Na
Does this activity involve non-EU countries? " Yes " No
Do participants from non-EU countries need to have access to EUCI? i Yez T No
Eljn?the non-EU countries concernad have a security of information agreement with the G Yes (No :
Does this activity have the potential for misuse of results? (w Yez " No 14
Eﬁ:::;eejﬁmf;ﬁnzgmﬁndg;n?amnals and technodogies that could be @ Yes (Mo 14
Could the activity result in the development of chemical, biclogical, radiclogical or CYes & No

nudlear ({CBRN) weapons and the means for their delivery?
3. Other Security lssues

I

Dioes this activity involve information and/or materials subject to national security restrictions?

if yes, please specify: (Maximum number of characters allowed: 1000 OYes @MNo

Are there any other security issues that should be taken into consideration?

if yes, please specifyz (Maximum number of characters allowed: 1000; OYes @No

Jﬁcmrdingm the Commission Deasion (ELU, Euatom) 2005/444 of 13 March 2015 on the sscurity nales for protecting EU classified information, "Eurcpean Union
classified information (ELA} mieans any information or material designated by an EU s=ourity classification, the unauthorised dischasure of which could cause varying
degrees of prejudice ta the interests of the European Union or of one or maore of the Member States”.

Itassified background information is information that is already dassified by a country andfor international ceganisation andfor the EU and is going to be used by the

project. In this case, the project must have in advance the authorsation from the onginator of the dassified information, which is the entity (EU institution, FL Member N

State, third state or intemational organisation ) under whose authority the classified information has been generated. ;-ﬁ:“ HSTENO. v EDT'
a s E INNOVACION

4'EL.' classified foreground informatian is information {doouments!delivembles'matenals) plarined to be generated by the project and that nesds to be protected from
unawtharised disclosure. The anginator of the EUIC] generated by the project is the Furopean Commisson.
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... Entonces debes rellenar la Security Section en la parte-B

Horizon Europe Programme

Proposal Template (Part B)

Security Section

Wersion 1.1

16 Jure 2021

HORIZONTE

EUROPA

@HorizonteEuropa
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Programas de la UE
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INMPORTANT NOTICE

This Security Sertion must be comiplebed iin Somndanos with thie muidance How to hardie sarity-
s=rsitive projectsand Cassification of information in Horizon Europe: projects.

If part of your Appiication Form, this saction must be pre<fillad sirescdy st proposal stage [not
counted towards the pems-limit). If not part of the Aoplicetion Form, it will be provided to you during
prant preparmtion.

It il tham become part of your Grant Asresrent [in Anpex 1, Deccription of Action] and will become
binding.

Y Do NOT celete any taet A1l the subsections Should FETREIN, but mErked as not appicbis

Rk relevamnt for your project.
HISTORY OF CHANGES
- Fublication
‘Wersson Thanges:
date
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...Entonces debes rellenar la Security Section en la parte-B, que
constade 3 sub-secciones...

il RO LS N0 TS0 — inrasied spbbruanuiny B2

1. Summany of the project security Esees

After piving cuse considerstion to Horizon Europe puidence for Securiy aspects for considering
relevent security subject meatbers, CROSSC0N has mede the assessment that it wil ROT:

n:| i[n;EFirfnrmuﬁnn mnidor rraberisis req.irl'rﬁ pml::ﬁnnaﬁainstm.ﬂu'izuﬂdmn

? ntﬂumpﬂ'hw[ﬁ‘smjl:mumnﬂ\-m countriss:

ummtumulfn-mn:arrummns{nmlruhmmusnmrﬁmsutmmﬁ
rratarials, mathods, WMW“MHHMMMMMM
sess];

rl] |muheinfm*rﬂimuﬂnrnut:rhlsmn'::thrﬁiﬂﬂmitfrubidiﬂu.

mwmﬂmn&mwr&ymummmmmn&eﬂmuuﬂﬂuu

Dmsd:ma 15 are reot ool bo CRCSS00M.
- [

e. 2. Sepsithee information with security

Ir

--——--————__—
|mmlssumwlmmqtﬁnﬁlinitﬂmﬁmﬁmmnmm1ﬁym.

fillin the “Sensithes informetion with security recommendation’ table below.

1]

B

In principle, third parties, ie outside the consortium and the granting authority, should heve
no Boozss to sensitive deliverables with security recommencdation.

Howeser, when it is Enown in acdwaence fhet s specfic pre-icentified poaf
mpmﬂmp:mﬂmmbﬁﬂﬂmmwﬂwﬂmmmwh
tabie

1 Tmmmummmwmpmﬁmm,mmumun

ID”M m:-:;l.n rEComEncEtion’ taie may be modted throughout

hlmdmmnﬂﬁmummmmmmmﬂ
Epprowsl of the granting aushority.

] mmuwmummmmmmmmwm

r:mru[-:ﬁ irkelzchusl wnpﬂ'hfnr-:mmmls:m :h:]

Sepzitie informaticn with saourity reccmmendation

Number snd name of Dt of production

the defiverabis

HName af le=d
participant

Mame of entity
for

E;,

Ard as mamy rows as needed.

Cull ORI LS W0 TS0 — inrasied Spbubrvanuriny B2

c‘i. Daszitied informmation

~i

_----..N

mmuﬂ:[sﬂ.]_f’

It your project intends to use or produce dessfied information, il in the SAL provided below,
mﬁnﬁhpﬂwﬂpdﬁpﬂuﬁcmwm Consult the: guidance Chassification of

inforrmation in Honzon Europe: projects.

B

Oz ore oF mione of th of Information wiith mor-EL Countrizs sndfor
int=ratoral , in msx Derefidanes from thess countmes or Itemebonel
orpanizations particpate in the project.

Hrﬂnwt,lnsutmpﬂntiurﬂ!mm mﬁmnumutrrmmmm‘lmrsumy
Clearznce || ond in point 7, the benefidaries thet must obtain & Personnel Ssourity
Clamraros

'|T‘EII'I5E"DCI1II1‘H'IE Grant Azreement [Annex 1- Desgiption of Action] of the completed 541 is
m,vium:nrnnﬁﬁ:nﬁuumhsuﬂﬂm.

SECURITY ASPECTS LETTER
This seouwrity aspects lebter (SAL) is an integral part of the dessiied gronk agreement and
describes grant sgresmient sECcurity requinements. Failure to meet these: requirements

sy constitute sufficient grounds for the grant agnesment to be termingtec.

The beneficaries must with the minimum standards as iaid down in the Commission

Descizion {EIJ, m]marﬂmmmmr Daummﬁmjmﬂ!

m:ﬁymummmmmmmmmimmm.

without prtl'l.lil::tn Decsion 20479844 and its in'q)h:'rut'l'ﬁ rules, the beneficanes should

Tollow the |stest wersion of the Horizon Europe Programme Security instruction and cmy out

their responsibilities acoording to this document.

[IF o]

The benaficiarias must also comply with ]

qunm“wmqm;mmwgmqmmqmmw
orgonEations

Countries and/or indernaohiona)

meﬂmnmmam ottoched B0 the Gounal Dedsion 2080/ F3CFEP of 30

Péowarmbar 2005, a5 wail o it impiementing ormongements.
MMMWWMWMMH Ll'rmmmnmt].'

mﬁhmn{m@ :g.mmmmmzmmm
i Thi Cownai Decision 2 mq-?m‘scqmmg‘mmwﬂmmmmmugm
-mwmmqummmmmmmﬁ}-
mﬁmqumwmnwmummmmm
mmmmmﬁfﬂmm uswﬂn.sﬂ::rmpmnnng
arrangemants.

mwmm Unic and krood on Il:l"mrns
exchangs of chessified information, sigred an 13 Jung 2003, o5 cthocked e the Council Secision
2005,/ 438,/ PEST of 45 March J00%, o3 well 03 its impiamenting arongemants,

_;I'n"ﬂ’ﬂ

- The Agreament between tha European Linion and e Princinality of Lisovéonsioin on sacuniy

2




...Entonces debes rellenar la Security Section en la parte-B, que
constade 3 sub-secciones...

Lt HORE - L 0] TS0 = i d Cpbebruacirioy B2 Lt HORET 0L L 0 50 S = i d et ariny B2

AL Sadkirer § FoaT i iy WL 8 = B 4

impact of incidents amocisbed with the handing and storge of ELMOL The bensficary or
Subontracton miust infonm the sranting suthority of its 80P,

Comments on e NescHio-inow, PUFPOSE Of the Sctess and planned use for ‘Reader onl’
rniﬁprwﬂeubtﬂmwmn-utme of the soosss to the deccifisd deliversbie snd the
planned 1=e. In case unmtt'll.lheneﬁmn' or third party| with an established nesd-to-kmow
exists, it AN be induded in sovence in the S05. This antity should be listed as Reader only™. &
:Etmledu\-_mphmurﬂus-mﬁw fts mstaplisned nesd-to-irow snd 8 referance tm Fu:lirlr
Sﬂmrmmrﬂﬂbd_.m e inchuded in this column. The sseccment of the
entity's nesc-n-Enaw, shoukd be made svailsbie to the pranting authority, if requested.

—___-----——--~

-
3.2 - The Security Classification Guide |S05] |appendix of the 541 >

Classification Guice' tables beiow. There sre two separwte 505 tables, one for the classified
Wmmmmmmmﬁmwm

£, A&l dessified documents [at EU, national or intemational level] planned bo be used by the

ject should be listed in the 506 for dassified bedcsround infiormation.

7] Nlmmdtﬁﬂuﬂphﬂﬁmhmwmmdmﬂu&ndnﬂ!ﬂ
for EL classified foneground information.

I hmmmhmmmmmmhﬂs;ﬂnmm
dahmd:mtcﬁd:dhpmt.uﬁmmbechﬂiﬁ:dtdﬂ:fmtml.

I Entities (including from the project comsortium| not listed in the 506 for both classified
teckzround and foreground informetion should heve no access to the dassified information
list=d.

L MWMEUHMEHWWWHMHWMEMM

E hmemmﬂffnu!ﬁnr\lmmmurh”immsmnimummﬂ it cam be
incluced in advance in the SCE for B classifiad mmmwmu
lished 2c ‘resder oniy. & detailed description of this entity, their astanished nesd-torimow and
= reference to Faclity Seourity Cearance, when nesdec, should be induded in the relsvant
coiuTIn.

Spadific instructions for e table “Use of diassified Background information’:
hmmmhﬁﬁﬁnﬁmﬁuﬁnﬁhﬂﬂhm[m.mﬁmmw
|n1=|11m-:hmﬁmm:|
Originator: mﬂmmm‘ﬂt!nﬁt‘r i.e. EU institution, EL) Member State, non-EU
counkry of intsrmetionsl organisation, under whoss authority the classified information was
oreated and classified
Reference number of the originetor's authorisstion for the use you should mention the
reference numiber of the dooument issusd by the originstor via which the latter g7
muthorisabion to oartain entites of the consortium to use the daszified document to be listed in
ﬂn:SEEM.Muﬂmﬁmﬁmwmuudmdmlurhﬁmﬁ'ﬁmmﬁ
requested.

Specific instructions for compieting the 5005 take ‘Production of EU dessified Forsground

information’:

Omssification Levet indicate the classification level proposed by you. In the framework of EU
projacts, information car be classified ax RESTREINT UE/EL RESTRICTED, COMFIDENTIEL UE/EL
COMFIDENTIAL and SECRET UE/EL SECRET (grant sgreements must not imwohe informartion
dazsiffed TRES SECRET UIE/EL TOF SECRET]. During rant praparetion, upcate the ke with the
dmssifoakion kevels fiasd in the Security Soruting Resart.
Responzibility: indicate the roe of the entity in restion to the celivemble, ef Ssouty
in Contributor, Conbribubor, “Elind contributor” “Reader DﬂP," When an HTtl't'f'
dary or thind party] is Ested == bind contributor, it must have no acess o the
celvemable

T TUT TEUTTCC U U ou



Call HORDO-CLE A0 D508 — inramied cpbebruacuriny 2021

...Entonces debes rellenar la Security Section en la parte-B, que

constade 3 sub-secciones...

Security Oassification Guide [S0G]

Use of classtied background infonmation

document

Feferenos and mame of

Oassitication
leved

Referznce  number of
for use

crested and classified)

Add ms many rows 85 nesded.

Security Ciaszitication Guide (505

Production of EU classifisd toraground information

Mumbser and | Oassification | Beneficianies imvolved in production /| entities authorised Tor aooess
e of | lewe —
deivemable I:+'-'E.-" I Hame Hﬂpmmbdrt'[ Db ul' Comments
VBT 5 ety | B | e ino,
UEELS) ““5"-' purgase of
: g BCCRST 2R
u:n;-::;mr, olanned Lse for
. “Fnder only’
contrioutor,
roke|
reacter oniy|

Add as rrm'rllrmu:unbened

T TUT TEUTTCC U U ou

,‘A.Stﬂ.rrt'[ﬂ:nﬂ

S

<

-

Call HORDO-CLS A0 D501 — st cpbebruacuriny 2021

——----~~
~

5. HthSmlﬂTmﬁcu[PSﬂ]
It your project imvoives budcgu.r-d and/for foresround cassified information you shouid compiets
the beiow table. You shouid also attach a condse OV with the Project Saourity Officer's relevant
SECurity managemEant exparience. One PSO appointed per projact is suident. The PS5O should heve
the appropriste security Claarsncs.

The role of the PSO is to suarantes that the nies on the handiing of EU dassified information and
appiicable security procedures are nesperted

Project Security Officer

Hame Haticrality

T'-'-'-'-"=~~

& Secuity Advisary Boerd {SaB) ”

T ﬂ'mﬂ:@l.r—dund,w foresround cassified information you should complsts
the bk kabie. The SAS should be DDITF-DGH.I off BN LnEVEn nunhu'a’memhu':—.mmmﬂ'rnq
mnr.smmwtmmﬂm re.rle.umnma ;ﬂudkncnhdse of tha se.:'.rltr'
iszues raised M:Feuﬁ:prn_p;rmmﬁzu Wi should also attach condse i.'\-bl:::-m:rgu'-e
SAE rnember:’ rEbvant sxperisnos of the security issues in ombination with your projedt’s ressamh
mres. The SA8 mamisers should hive the IFPM:I'IH! security clearanie.

The rok of the SAE is bo reves, thru.ﬁhmrt‘ﬂ'he :l'\DFI:L".'i lif=, the :l'\:jﬂi depemrailes, inoorder bo
msses whether '.hh' include ary seoumy sensitres  infoemation, proocse their classification,
cedazsfimtion etz 2rc nﬂ'ﬂ'nm:-rn'ﬂsur\l:-ﬁ:t mr\hrﬁ:he misuse of such inflormmation.

Security Advisory Bosnd

Hationaiiny Profession

PFelzamibear™s name Areas of CompetEnce

Add a5 many rows as needed.
7. Other project-specific ssourity measures
Mo saditional project-specific securty measures



ESR & Grant preparation

k J

Invitation letters En resumen...
Call Grant
Deadline Signature
Evaluated Ranked Project ends
Ranking l Grant Project l
| preparatio Duration ||
— « A e o " > - >
Security Pre-screening Security Security
Self-assessment | : Chekck Audits
h i ------- .
: | Screenlng & Audit
| |
| | A— - - -
i : Security
: : Scrutiny
| ' [
|
|

Security Review

v Security Pre-screepitig: during thg scientific evaluation or soon after- by granting authority staff. For
proposals submitfed under non4security sensitive topics when: the applicant has replied positively
to the Security fssues table opfthe applicant has replied negatively, but the granting authority has
detected securilty issues.

v'  Security Screening: After the scientific evaluation and before the signature of the GA - by EC staff (DG
HOME). Automatigally performed to all proposals that have gone through the Security Pre-screening.
DG HOME will agsess the pre-screening results and decide on the possible launch of the Security
Scrutiny.

1. Security Scrutiny: After the scientific evaluation and before the signature of the GA - by national
security experts (Security Scrutiny Group). = Only proposals above threshold and considered for
funding, which can lead to security requirements that become contractual obligations. IS NOT A RE-
EVALUATION OF THE PROPOSAL AT ALL!.




Last considerations regarding the Security Scrutiny...
. The Security Scrutiny will be carried out in the following cases:

v' Automatically, when a proposal has been submitted under a security sensitive
topic (Cluster-3 & Space calls from Cluster-4);

v In other cases, when the Security Screening has concluded that the proposal is
very likely to raise security issues for which mitigation measures should be
adopted.

. The Security Scrutiny will focus ONLY on the potential sensitive information (from
the security point of view) related with your project:

v This type of information requires limited dissemination due to security reasons.

v’ Issues concerning IPR and commercial secrets fall out of the scope of this
category.

v" Such information will be marked as ‘SEN’ and an additional column will indicate
the security type. > REMEMBER: In H2020 it was marked as Confidential (CO).

. The Security Scrutiny is performed by the the HE Security Security Scrutiny Group of
58 experts from EU Member State (experts usually working for the National Security
Authority or a ministry, e.g. Home Affairs, Security and Justice). 2 They follow the
“Guidance on Classification of informationin Horizon Europe projects”
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf

The best orientation is to use the “Guidance on
Classification of information in Horizon Europe projects”

Table of contents

1. When and for how long must information be classified?

.............................................. 5
2 ClasSHICATION IoV RIS tuuuuuannsns s om0 000 00000 0 008 08 00 0 000 8 M 0 A O U4 S04 MR BRGNS 5
3. Technology readiness levels (TRLS) ...ccciiiimiiimmmnmsiimmaissioiisassssstassssssssissssas sassassasansa 6
4. How to classify iInformation? ... iieissiisseiss i sssnsssssisassas sassassasansa 6
4.1 Explosives researth. . ... s e ]
4 2 CBRN research

.8
--------------------------
3 Crltmal |nFrastructure and utilities research . .

4.4 Border security research..

4.5 Terrorism research

i 4.6 Organised Crime reSearch .. s s s sss s e sans 13
Horizon Europe 4.7 Digital security research ... s aeas L8
C T L o =T | o PP ...15
Classification of information
in Horizon Europe projects
Let’s see the example later on!
2wz

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-
of-information-in-he-projects he en.pdf
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf

What is considered EU Classified Information (EUCI)?

Classified information (Art. 13.2 MGA and Annex 5) is information requiring
protection against unauthorised disclosure.

» A project might use classified background information or produce classified
foreground information.

» Classified background information = Is information already classified by the
EU entities, nation states or international organisations, which is used in the
frame of a project.

> Classified foreground information = Is information produced by a project,
which needs to be designated by an EU classification (EUCI).

» EUCI definition in Commission Decision 444/2015: “European Union classified information
(EUCI) means any information or material designated by an EU security classification, the
unauthorised disclosure of which could cause varying degrees of prejudice to the interests of
the European Union or of one or more of its Member States”.

s Example: some of the information produced by a project could potentially be used to plan terrorist
attacks or avoid detection of criminal activities.
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Sort of information that can be “Security Sentitive” in your proposal...

It can refers both to the “subject of research” as well the “type
of research” in your project...

Potential sensitive subject of research: Potential sensitive type of research results (or
input information/documents for your project):

O explosives & CBRN O threatassessments

QO infrastructure & utilities O vulnerability assessments

O border security O specifications

O intelligent surveillance O capability assessments

O terrorism & organised crime O incidents/scenarios based on real-life

O digital security security incidents and potential threat

O space scenarios

... as a consequence, some of the deliverables, activities or the
whole proposal can be secure sensitive classified! = In
Framework Programme projects the common situation in
projects is that only deliverables may be classified.
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Results coming out from the Security Scrutiny of your proposal

= No security concern - No security issues were identified in the
proposal = No security section in the GA.

= Security recommendations - The Security Scrutiny Summary
Report (SecScrSR) will list one or more security requirements that will
be set out in the Security Section of Annex 1 of the GA:

— security recommendation to limit the dissemination of sensitive deliverables for
security reasons to the consortium, granting authority staff and potentially to a
specific pre-identified group of stakeholders with an established need-to-know;

— classification of certain deliverables at a certain level (EUCI);

— appointment of a Project Security Officer (PSO) in case of classification;
— establishmentof a Security Advisory Board (SAB);

— other security recommendations (e.g. ensuring that personnel has followed
trainings on security, adjusting the scope of a certain work package, etc.).

x Proposal too sensitive to be funded - information to be used
or generated by the project is too sensitive, or applicants lack the right
experience, skills or authorisations to handle classified information at
the appropriate level. = Funding is refused and the proposal is
rejected.




Levels of classification of Security Sensitive Information,

EUCI classification

There are four levels of EU classification of your activities/deliverables:

v v' TRES SECRET UE/EU TOP-SECRET (TS-UE/EU-TS) = ATTENTION: projects involving

5 information classified TRES SECRET UE/EU TOP-SECRET (TS-UE/EU-TS) cannot be funded
under Horizon Europe (as in H2020).

|

v' SECRET UE/EU SECRET (S-UE/EU-S): for information and material the unauthorised
disclosure of which could seriously harm the essential interests of the European Union
or of one or more of the Member States.

v' Example: threatening of life or the serious prejudicing of public order or individual security and
liberty.

v' CONFIDENTIEL UE/EU CONFIDENTIAL (C-UE/EU-C): for information and material the
unauthorised disclosure of which could harm the essential interests of the European
Union or of one or more of the Member States.

v Example: inception of damage to the operational effectiveness or security of a Member State or
other State's forces or to the effectiveness of valuable security or intelligence operations.



4.3 Critical infrastructure and utilities research
What?

‘Critical infrastructures and utilities’ are assets and systems (e.g. buildings and
urban areas; energy, water, transport and communications networks; supply chains;

financial infrastructures, etc.) which are essential for maintaining vital social functions
(health, safety, security, economic or social well-being)*.

How to deal with threat assessments?

Analyses of man-made threats to infrastructure should be classified RESTREINT UE/EU
RESTRICTED. If they add value (e.g. by prioritising threats), they should be classified
CONFIDENTIEL UE/EU CONFIDENTIAL.

How to deal with vulnerability assessments?

Detailed gap analyses intrinsic to specific infrastructure and assessments of current
security systems, technologies and processes and other extant security solutions should
be classified RESTREINT UE/EU RESTRICTED. If they add value (e.g. by including
cniticality analyses, highly detalled case studies, vulnerability modelling of supply systems
or vulnerability assessment methodologies) they should be classified CONFIDENTIEL
UE/EU CONFIDENTIAL.

Given the specific threat of terrorist attacks on aviation infrastructure, vulnerability
analyses of both passenger and cargo security solutions and processes should also be
classified CONFIDENTIEL UE/EU CONFIDENTIAL.

How to deal with specifications?

The design, specifications and operation of software tools and platforms to prevent and
detect attacks on infrastructure and the design, specifications and operation of
architectural security solutions for utilities should be classified RESTREINT UE/EU
RESTRICTED.

Detailed detection techniques for early-waming and event analysis (such as those for use
in public transport and urban environments) and the definition of the data sources to be
used should be dassified RESTREINT UE/EU RESTRICTED.

Information on sensor networks (such as those used to identify potential incidents in
energy gnds, ICT systems or water supply systems) should be classified RESTREINT
UE/EU RESTRICTED. Automated analysis of sensor data, the algorithms used and
detailed information on other qualitative and quantitative tools to detect security threats
should be classified RESTREINT UE/EU RESTRICTED.

Detailed specifications of organisational and operational processes regarding distribution
networks and supply chains (such as postal systems) should be classified RESTREINT
UE/EU RESTRICTED.

Again, given the higher threat level, the design, specifications and operation of beyond
the state-of-the-art screening and detection systems for aviation purposes should be
classified CONFIDENTIEL UE/EU CONFIDENTIAL, as should detailed information on airport

checkpoint design and procedures. Detailed information on air cargo supply chains should
be classified RESTREINT UE/EU RESTRICTED, like other supply chains.

EUROPA o
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Example of the “HE guidelines”
regarding a project focus on

“Critical Infrastructures”

How to deal with capability assessments?

Reports on the performance of systems installed in infrastructure {such as power plants
or water treatment plants) should be classified CONFIDENTIEL UE/EU CONFIDENTIAL.

The performance of completed detection and security systems in simulated environments
(such as demonstrations of early-warning systems or physical security solutions for
buildings) should be classified RESTREINT UE/EU RESTRICTED.

The capabilities of aviation detection equipment and processes in simulated environments
should be classified CONFIDENTIEL UE/EU CONFIDENTIAL.

How to deal with incidents/scenarios assessments?

Detailed information on scenarios and incidents involving attacks on critical infrastructure
should be classified RESTREINT UE/EU RESTRICTED. If it adds value (e.g. by including in-
depth guantitative analyses of the potential or actual conseguences (human, functional or
financial) of such actions), it should be classified CONFIDENTIEL UE/EU CONFIDENTIAL.
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Qué sucede con los NON-EU countries?
Third Countries & Associated Countries

[ EU classification is limited to EU Member States (EUCI deliverables).

O Projects involving classified information can, in principle, include participants
from non- EU countries... HOWEVER, ONLY beneficiaries from countries with
a valid Security of Information Agreement with the EU can access and
handle classified information used/produced by the project (EUCI

deliverables). = As a consequence:
v There is NO restriction for non-EU countries without

Security Agreement to the participate to projects involving classified information,
) AS FAR AS THEY DON’T HAVE ACCESS TO EUCI information.

- No pueden tener acceso a
deliverables/tareas/background information EUCI.

v" The non-EU countries possessing a Security Agreement with the EU are to be found in the
Council document 15035/19 (https://data.consilium.europa.eu/doc/document/ST-15035-
2019-INIT/en/pdf ) > MOST AGREEMENTS ARE STILL UNDER NEGOTIATION!

-
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https://data.consilium.europa.eu/doc/document/ST-15035-2019-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-15035-2019-INIT/en/pdf

Recordatorio...
ATENCION... dos ejemplos de EXCLUSION

1.- BIEN DE TODA LA PROPUESTA, es decir, ese partner NO puede formar parte
del consorcio... = Mirar si el topic incluye alguna indicacién en al tabla inicial
sobre si hay alguin tipo de EXCLUSION a NIVEL DE CONSORCIO de partners por su
nacionalidad...

Por ejemplo: Si el topic indica que SOLO pueden participar “entities
stablished in MMSS or Associated Countries”, entonces, p.e.,
Suiza NO podria participar en el consorcio PORQUE NO

ES UN ASSOCIATED COUNTRY.

2.- BIEN SOLO DE LOS DELIVERABLES EUCI, pero pueden formar parte del
consorcio! = Asegurarse que los paises incluidos en el consorcio tienen un
acuerdo de intercambio de info clasificada en caso que tengan que acceder a
algun deliverable o datos EUCI = ATENCION, UK si tiene firmado el acuerdo de
intercambio de EUCI con la UE... e
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HORIZON-CL3-2023-INFRA-01-01: Facilitating strategic cooperation to ensure the

provision of essential services En el CaSO de Ia Ca"'2023...

Specific conditions

Expected EU The Commission estimates that an EU contribution of around EUR 5.00
contribution per million would allow these outcomes to be addressed appropriately.
project Nonetheless. this does not preclude submission and selection of a

proposal requesting different amounts.

Indicative budget | The total indicative budget for the topic 1s EUR 5.00 million.

Type of Action Innovation Actions
Eligibility The conditions are described in General Annex B. The following
conditions exceptions apply:

The following additional eligibility criteria apply:

This topic requires the active involvement. as beneficiaries, of at least 3
government authorities responsible for resilience on national level and /
or for overseeing operators, from at least 3 different EU Member States.
For these participants. applicants must fill in the table “Information
about security practitioners” in the application form with all the
requested information, following the template provided in the

submission IT tool.

If projects use satellite-based earth observation, positioning. navigation
and/or related timing data and services, beneficiaries must make use of
Copernicus and/or Galileo/EGNOS (other data and services may
additionally be used).

In order to achieve the expected outcomes. and safeguard the Union’s

strategic assets. interests. autonomy. or security, namely to protect and

to preserve the confidentiality of risk assessments and of the

vulnerabilities of critical entities of Member States. participation is
limited to legal entities established in Member States only. Proposals

mcluding entities established in countries other than EU Member States

will be ineligible.

Technology

Readiness Level see General Annex B.
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https://commission.europa.eu/strategy-and-policy/relations-non-eu-countries/relations-united-kingdom/eu-uk-trade-and-cooperation-
agreement/eu-uk-security-information-agreement _en

The EU-UK Security of Information Agreement

The exchange of classified information between partners remains an important tool of cooperation in
addressing common security threats.

If a joint security threat makes it necessary, certain EU classified information can be shared with
third countries, but only on a case-by-case basis and provided that a dedicated Security of
Information Agreement (SIA) has been concluded between the EU and a third country.

Against this background, the EU and the UK have concluded a Security of Information Agreement.
The Agreement will allow the EU and the UK to exchange classified information, applying strong
guarantees as to the handling and protection of the exchanged information.

The EU-UK Security of Information Agreement was signed on 30 December 2020, was applied
provisionally as of 1 January 2021 and entered into force on 1 May 2021

30 APRIL 2021

The EU-UK Security of Information Agreement (all languages) Download 4,
English (269.06 KB - HTML)
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https://commission.europa.eu/strategy-and-policy/relations-non-eu-countries/relations-united-kingdom/eu-uk-trade-and-cooperation-agreement/eu-uk-security-information-agreement_en
https://commission.europa.eu/strategy-and-policy/relations-non-eu-countries/relations-united-kingdom/eu-uk-trade-and-cooperation-agreement/eu-uk-security-information-agreement_en

Y cuando estais escribiendo
vuestra propuesta...



https://ec.europa.eu/info/funding-
tenders/opportunities/docs/2021-
2027/common/guidance/how-to-
handle-security-sensitive-

How to handle security-sensitive projects projects en.pdf
Projects with sensitive and dassified information

EU Grants
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf

Part-B



Tabie 3.1 List of Deliverables’

Only include delfverables that you corsider essential for effective project moritoring.

[m—————

Deliery
. . WoTk Sheort name L
Deliversbie Deliversble . of Iead Type Diszemination =
{nurmber} nEmE II1I.I11|3-EI'E participant level [im
mionths)
KEY

Defiverable puambers in onder of delfvery dates. Please use the numbering corenkion <P numbers onumbssr of

delveranie within that WFs.
For examiple, deliverabie 4.2 would be the second deliverable from work packsged.

Type:

Lize one of the
R:
DEM:
DEC:

Tollowing codes:
Duoosment, report [exduding the penodic and final reports)
Demonstrator, pilok, prototype, plan designs
Websites, patents filing, press & media actions, videas, st
DATA: [waim sets, microdats, =tc.
DMF: [otn maragemenk plan
ETHIS: Delveranles relabed to ethics issees.
SECURITY: Delverables relgbed to security ssues
OTHER: Saftware, techrical diagram, algorithms, models, etc
NN DNNN DENN NN NN NN NN DN DN DN DN DN NN DN DN DN DN DN DN DN DN B B B N N B B . N
Dissemimetion bewel:
Use one of the Tollowing codes:
PL —Public, Tully apen, .5 web (Deliverabies flagged & public will be sutomatically publisked in CORDIS
oroject’s page]
SEN — Sensitive, imited urder the conditions of the Grant Sgresment
Classified R-UE/EW-R — EU RESTRICTED: urder the Commission Dedsion Mo2015,/334

Classified C-UE'EU-C — EU COMFIDENTIAL under the Commission Dedsion Mo2ols 344
Classified S-UESEL-S — EU SECRET under the Commission Decsion Ho20dy,/444

o e e e e e

Measured in months from the project start date (month 1)

Wirdi il Bediide @ data fosh iggiesan | plan (DMP] ahd & ‘sl Tor dbdeininaties sd esloietion ihdoding cofmeh leitich
acthAthis s dbrisct dibsatabled withis the 8ra & mosthc of the projec. The DMP Wil eeobae dur g the Badne of the
preject In ordar 10 presest the status of the project’s reflection: s data el & feor duch a plan ks
il b b the Oodne Mancal oh the Fondisg & Tandais Porcal.

Se debe continuar
rellenando la tabla de
deliverables...

In the template Sensitive
Information will be marked as
‘SEN’ and an additional column
will indicate the security type
(R/C/S). = In H2020 it was
marked as Confidential (CO).
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AR

=mrr . Se debe continuar
EX : MPE_E rellenando la tabla de

deliverables...

3.2.3 Lt of Delneer abdes
Table 4. 1c

Project snd dats mansgemat plan
Sl BT

i | Msthodology for prevention practice L L
rewies anad ertabinkmrent sngagemens
Fremsthil Tor dabievar? ek e
Knowledips Transfar 'iWorks bops”
2.2 Gap anadvie W eviuairee nEpen WPZ

= In the template Sensitive
W36 Information will be marked
as ‘SEN’ and an additional
column will indicate the
security type (R/C/S). =2 In
M H2020 it was marked as
M Confidential (CO).

K1k

D2.3 Symitieidisied badn practics model fer WF2
PrireRilion — inCreasang MAP and LAR
WF.
b3.1 Estabinfing & working relabanihip with WP3
Exsropsis and mbsrmitons itaksbadder
ETOiEps and Dk RN Thi [ &pods on
the key Tndings froen stakiehobder group
HrLsusn e Eared
03.2 Twed padicy briais and sabemssion of WF3
b pns

3.3 Pesr-sducation webats and webite's key WF3
pedarmancs rdxabors

W12

D41 Report on tarpeted recrusmant gnd L]
d b T e L1

0.2 -;\l'lqu-twlp [

[3.3 Racruftrmant & Placionm Evaluatisn WPd
051 Tramng currsuben snd rich sepsaaemset WrS

protoced
D52 T radrer CurrhOubUiim i Iy Do as WPE

for LEAs
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Contenidos de la “Security
Section” en la part-B



2. Grant preparation stage: Part B — Security section, Security As s Letter N
(SAL) ans s.l::'urlty Classﬁ'ﬂcatlnn Guide {sc::;‘; v Aspect Contenidos de la

2.1 Classified information — SAL and SCG “Security Section”

I tha=protect mnhe:-EJ.lEI you will beracuest ed=d meirg=gra g m‘apa_r‘atmn to add the
7 Se ecurity Aspects Letter {SAIJOan dﬁecunw Classification Guide {SCG u:: Annex 1 of
y‘u’l"{!rant-ﬁegrmenr" o

The SAL lists the project-specific security requirements linked to the EUCI (e.g.
classification levels, access by consortivm-members which are international
organisations or entities from non-EU countries, etc). The SCG describes the classified
elements of a grant agreement (deliverables) and their security classification levels
{— two separate tables, one for the classified background information and one for the
EU classified foreground information).

You must adapt your SAL and SCG to the outcome of the security scrutiny procedure
(SecSR).

List all entities that need to know in the SCG (both for classified background and
foreground information). Entities not listed there will NOT have access to the
classified information listed in the table, even if they are from the project consortium.

B (i you will use classified background, don't forget that you must obtain advance
formal written authorisation by the originator (i.e. the entity under whose authority
the information was created and classified).

—___——-———-———---_-

<_J 2 nther security recommendations _:’

el el LT e —— L
In addition to the SAL and S5CG, you will be requested to complete the information
regarding other security recommendations (e.g. sensitive information with security
recommendation, security staff, access to IT systems, etc).

If your project involves classified background or foreground information, you must
appoint a project security officer (PSO). One PSO per project is sufficient. The PSO
must have appropriate security clearance.

A security advisory board is needed if your project involves sensitive deliverables with ’ﬁf R " EDT'
security recommendation or classified background or foreground information. @CDTloficial




Summary of the project security issues section

Dezcribe the security issues you identified in your project. Focus on the security subject matters and
explain the potential misuse of the research rezults. Relate to the security-sensitive type of activities
as explzined in the guidance (see How fo handle security-sensitive projects).

1. Sensitive information with security recommendation

If your project involves sensitive information reguiring limited dissemination due to security reasans,
fillin the “Sensitive information with security recommendation’ table below.

% In principle, third parties, Le, outzide the consortium and the granting authority, should have no
access to sensitive deliverables with security recommendation.
However, when it is known in advance that 2 specific pre-identified group of recipients/recipients
with an established nesd-to-know exizts, you should insert them in the table.
dizposal of the granting authority, if requested.
The ‘Sensitive infoarmation with security recommendation’ table may be modified throughout the
life of the project. Any modification can be done only with the prior formal written approval of
the granting authority.
The table below should not include information that is senzitive for non-security related ressons

(e.g. intellectuzl property or commercizal zecrets, etc).

Sensitive information with security recommendation

Number and name of | Name of lead | Date of production Mame of entity
the deliverable participant authorised for access

Contenidos de la
“Security Section”

Se puede hacer un
resumen explicativo
al inicioy se debe
incluir la tabla de
“Sensitive
Information with
Security
Recomendations”
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PART B SECURITY

1. Sumimary of thed projicn LRCUTTy REsEL
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2. Classified information COﬂtenidOS de Ia
ZLl—Security Aspects Letter (SAL) ”Security Section”

If your project intends to use or produce classified information, fi SAL provided below,
according to your project-specific security requirements. Consult the guidance
information in Horizon Europe projects.

2y Choose one or more of the Security of Information Agreements with non-EU Countries and/or
organisations participate in the project.

& If relevant, insert in point 6 of the SAL the beneficiaries that must obtain the Facility Security
Clearance (FSC) and in point 7, the beneficiaries that must obtain a Personnel Security Clearance
(PSC).

& The insertion in the Grant Agreement (Annex 1- Description of Action) of the completed SAL is
mandatory, without any modifications on its other parts.

2.2 - The Security Classification Guide [SCG) (appendix of the 5Al)] G

If your project intends to use or produce classified information, fill in accordingly the “Security > Pueden Sufrir
Classification Guide’ tables below. There are two separate SCG tables, one for the classified

background information and one for the EU classified foreground information. mOdlflcaCIOnes

. All classified documents (at EU, national or international level) planned to be used by the project despues dEI
should be listed in the SCG for classified background information. . e

. All EU classified deliverables planned to be produced by the project should be listed in the SCG escrutinio de
for EU classified foreground information. Seguridad debido a

*. Different deliverables of the same project can have different classification levels; the same . . .
deliverable can be divided in parts, which can be classified at different level. IndlcaCIOnes

L Entities (including from the project consortium) not listed in the SCG for both classified I
background and foreground information should have no access to the classified information concretas dEI SG *
listed.

. The 5CG for EU classified foreground information may be modified throughout the life of the
project. Any modification of the 5CG can be done only with the prior formal written approval of

the granting authority.
. In case an entity (beneficiary or third party) with an established need-to-know exists, it can be

included in advance in the SCG for EU classified foreground information. This entity should be ;g: . " ED'”
listed as ‘reader only". A detailed description of this entity, their established need-to-know and a L e ’

reference to Facility Security Clearance, when needed, should be included in the relevant column. @CDTloficial




Specific instructions for the table ‘Use of classified Background information’:
Classification Level: mention the existing classification level of the document (EU, national or

international classification)

Ejemplos de SCG...

Originator: mention the name of the entity, i.e. EU institution, EU Member State, non-EU country
or international organisation, under whose authority the classified information was created and

classified

Reference number of the originator's authorisation for the use: you should mention the
reference number of the document issued by the originator via which the latter gives
authorisation to certain entities of the consortium to use the classified document to be listed in
the SCG table. The authorisation letter should be at the disposal of the granting authority, if

requested.

HORIZONTE

EUROPA

@HorizonteEuropa

Security Classification Guide (SCG)

Use of classified background information

Reference and name of
document

Classification
level

Originator

(EU institution, EU
Member State, non-EU
country or 10 under
whose authority the
information was
created and classified)

Reference number of
originator
authorisation for use




Specific instructions for completing the SCG table ‘Production of EU classified Foreground
information’:

Classification Level: indicate the classification level proposed by you. In the framework of EU
projects, information can be classified as RESTREINT UE/EU RESTRICTED, CONFIDENTIEL UE/EU
CONFIDENTIAL and SECRET UE/EU SECRET (grant agreements must not involve information
classified TRES SECRET UE/EU TOP SECRET). During grant preparation, update the table with the
classification levels fixed in the Security Scrutiny Report.

Responsibility: indicate the role of the entity in relation to the deliverable, e.g. ‘Security
Manager/Main Contributor’, ‘Contributor’, ‘Blind contributor’ ‘Reader only’. When an entity
(beneficiary or third party) is listed as blind contributor, it must have no access to the deliverable.
Comments on the need-to-know, purpose of the access and planned use for ‘Reader only’ role:
use. In case an entity (beneficiary or third party) with an established need-to-know exists, it can
be included in advance in the SCG. This entity should be listed as ‘Reader only’. A detailed
description of this entity, its established need-to-know and a reference to Facility Security
Clearance, when needed, should be included in this column. The assessment of the entity’s need-
to-know, should be made available to the granting authority, if requested.

Ejemplos de SCG...

Security Classification Guide [SCG)

Production of EU classified foreground information

Number  and | Classification

Beneficiaries involved in production f entities authorised for access

name of | level

deliverabl Mame

eliverable (R-UE/EU-R, C-
UE/EU-C, 5
UE/EL-5)

Responsibility
[security
manager,/main
contributar,
contributor,
blind
contributor,
reader only)

Date of
production

Comments

(need-to-know,

purpose of
access and
planned use far
‘Reader only”
rale)

HORIZONTE
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Secwrity Classification Gusde (S00G]

Production of EU classified foregrousd information

Number  ard | Clasafication | Beaeficarnes imnabved im prodection [ estnies autherised for sooess
name of | lewed
deliysrmble (R-UE/EU-R, C- Maife llr.-:-p-n-l'ul ihlq-_ Dhate H Camments
UEEU-L 5 R production | @ o ed-to-keow,
LIEEL=5S m"':EF /R aurpode of
' conbnbatos,
sCoess 3
pavrnmotar, Bife
) planned e for
contnbasios, . ;
Begger gy
FEdder onlyl rolei)
Miamn Cortribasher WP lmad
Faricipamt 1
.-\.-\.-\.-E-E.-\.-\. Delierame
L EF
Fill"lll:lEill'l‘tl Contrhutar Technigal Inpast
Fartici 3 | Contrigutar Task Leader &
Iy Bl
Partlcipant 4 Cantfisutar Teehnical Inpat
Participant 5 Cantrlaubai Technital lnpat
D6.2 Finad Partidipant & | ‘Certrbutar Dparatigral
wargion of pilot AfeJt
T e FLE con B,
3 Farticipani 7 LA Y echnial Inpet
H':: '-l::'"- RUEEU-R et i e 1L M35
e Contriwbar Experts laput
frammg angd F'Irth:IEinI B .
LET e -n """!'
. SERANIAE
CUIT LS
© Partickpant 9 CanErisubal
Contributor Operational
::rl:lcl it i
pravtetioen of
dserti e gapd
n cunresnt LER
eperatonal -
wedivery >
Participant 11 wentriuter ':':"Illl!n-m‘-ﬂl
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3. Security Staff .
3.1 - Project Security Officer (P50] COﬂtenIdOS de Ia

If your project involves background and/or foreground classified information you should complete the usec ur ity Se ctio 1] ”
below table. ¥ou should also attach a conciss CV with the Project sscurity Officer’s relevant secu ritl,-'l

manzgement experience. One P20 appointed per project is sufficient. The PO should have the

appropriate security clearance.

I--------------------------------------
The role of the P50 is to guarantee that the rules on the handling of EU classified information and I
applicable security procedures are respected.

Project Security Officer

Name Mationality Profession

3.2 - Security Advisory Board |3AB]

If your project involves background and/or foreground classified information you should complets the
below tablz. The S4B should be composed of an wneven number of members [minimum thres)
consisting of end-user representatives/external reviewer(s) with & good knowledze of the security
issues raised by the specific project research field. You should also attach concise Cvs describing the
S48 members’ relevant sxperience on the security issues in combination with your project’s ressarch
li'uaa.Ths stEmemberschould ave the 2pRInerEl e SN SIS TaNEE o o o e o o o o o o o e

|
I The role of the S4B is to review, throughout the project’s life, the project deliverables, inorderto |

l assesz whether they include any sscurity sensitive information, propose their :Iassrflcatlc:-n |

—‘HEW'EUE‘%EWWH'WWﬁWﬂWEWTﬂ#EWEQLWMW L R |

Security advisory Board

Member's name Mationality Profession Areas of competance

b
a 2 E INNOVACION
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E ‘ Ejemplo de Contenidos de la “Security Section”

4 SECURITY STAFF

4.1 Project Security Officer (P50)

Gaven the nature of the topic nddre:s.edl:r].r- the Consortium has planmed to nomunate a Project Secunty
Officer (PS0) to assess the secunty sensitivity of some of the project results and guarantee that the mles on the
handling of EU classified information and applicable secunty procedures are respected, in case somefJJ will be

The followmg table provades mformation about llu-PE:‘l

Project Security Officer

Name Nationality Profession

_ - Darector of the Defence, ﬁ and Homeland Eecurii'

CV: I (o) is the Defense, Space and Homeland Security Business Unit Technical Director in Engi-




Ejemplo de Contenidos de la “Security Section”

42 smrn;-.q.drhqnmd{sm}
Griven the nanere of the topic addressed the Consortnms has plansed to establish a Secunity Advisory

Board (SAH) to assess the secunty sensitivaly of 2ome of the project resuli=.

onsortum melndes several partners that can bnng the necessary exparoize and expenence to provide
the resowrces needed to conform the SAB. The 5AB wnll be an imiegral part of the project’s management stmcare.

The proposed wmafial members of the 5AB are hsted m the table below. All members have sufficient expenence /
knowledge of secunty 13suwes related to the project actabies. The responsibality of the SAB 15 fo aszess the emergence
of senziive mfcrmation bandled by participants and, mn case, propose — if appropnate - cormesponding measures for
preventng mususe of such an mformation.

Security Advisory Board
Member's pame Nationalicy

Ares: of competence

(EXAMPLE

i < (11

@CDTloficial




EXAMPLE

5. 3.2 - Security Advisory Board (SAB)

Ejemplo de Contenidos de la “Security Section”

i your project involves background and/or foreground classified information you should complete
the below table. The 548 should be composed of an uneven number of members (minimum three)
consisting of end-user representatives/external reviewer(s) with a good knowledge of the security
issues raised by the specific project research field. You should also attach concise CV's describing the
SAB members’ relevant experience on the security issues in combination with your project’s research
area. The SAB members should have the appropriate security clearance.

The role of the SAB is to review, throughout the project’s life, the project deliverables, in order to
assess whether they include any security sensitive information, propose their classification,
declassification etc and other timely measures for preventing the misuse of such information.

Security Advisory Board
Member's name Mationality Profession Areas of competence
_ . Compliance officer | Senior Policy Advisor
3pain Knowledge Safety and Export
Control
_ France Manager capacity | Project management, capacity
development building, data security
HORIZONTE
EUROPA | | Netheriands Lawyer Contracts, IPR, data security.

@HorizonteEurop.



Contenidos de la
“Security Section”

Describe, if relevant, the project security management and other measures intended to safeguard
security during the project’s life, such as:

4. Other project-specific security measures

*  Project staff with a Personnel Security Clearance (PSC) from one organisation without a
Facility Security Clearance (FSC) working in the premises of an organisation holding a FSC;

*  Specific measures for access to IT systems;

Other types of measures (technical, operational, etc.)..

6.4 OTHER PROJECT-SPECIFIC SECU RI‘I’\ MEASURES

—_—mm

In order to be comphiant with GDPR ant. 32 - S:sumv of processing personal data. and with legal obligations with
regards the protection of the nghts and fundamental freedoms of people. F&\ tll use state-of-the-art
technologies for secure storage. delivery and access of personal information, as well as managing the nghts of the
users. In this way, there 1s complete guarantee that data will be accessed. delivered, stored and transnutted by the
1ght person. with well-defined riglts, at the nght nme. Specific access policy will be defined for this purpose and
hvill be supported by State-of-the-art firewalls, network secunty, encryption and authentication will be used to protect
ollected data. Firewalls prevent the connection to open network ports, and exchange of data will be through
consortium known ports, protected via IP filtening and password. Where possible (depending on the facilities of each
partner) the data will be stored in a locked server. and all idennfication data will be stored separately

Intrusion Detection systemss will monitor anomalies m network traffic and activate restramt policy if needed. A
metadata framework will be used 10 dentify the data rypes. owners and allowable use. This will be combaned with a
controlled access mechanism and m the case of wareless data transnussion wath efficient encodmg and encryption
mechanisms. A Data Management Plan will be released at the early stage of the project (M6) in order to provide
consortitun with guideles for applying the suitable secunty measures for data management throughout the project

HORIZONTE

E U Ro PA " Programas de la UE
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A tener en cuenta sobre la SAL...

1. The grant beneficiaries must comply with additional instructions provided by their
respective national security authorities (NSAs). [...]

2. A list of all the elements to be classified during the performance of this GA as well as the

specific applicable security classification levels are contained in the security classification
guide (SCG). [...]

3. Classified information generated when performing the grant agreement must be marked
as EU classified information (EUCI) at security classification level as determined in the SCG.
Deviation from the security classification level stipulated by the SCG is permissible only
with the written authorisation of the granting authority.

4. The rights pertaining to the originator of any EUCI created during the performance of the
classified grant agreement are exercised by the Commission.

5. Without the written consent of the granting authority, the beneficiary or subcontractor
must not make use of any information or material furnished by the granting authority or
produced on behalf of that authority for any purpose other than that of the grant

agreement.
TS b
HORIZONTE RET— e gﬂ soe ’ ED'I'
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A tener en cuenta sobre la SAL...

A Facility Security Clearance (F5C) is required for the beneficiaries involved in the classified
part of the project at the level of CONFIDENTIEL UE/EL COMNFIDEMTIAL and/or SECRET
LUE/EU SECRET.

Where an F5C is required for the performance of a grant agreement, the beneficiary must
ask the granting authority to proceed with the FSC reguest.
For the performance of this grant agreement, at least the below beneficiaries must obtain
the F5C:

» Name of the beneficiary/Abbreviation/Country

¢ Mame of the beneficiary/abbreviation/Country

¢ Mame of the beneficiary/abbreviation/Country

A Personnel Security Clearance (PSC) is required for the beneficiaries” personnel involved
in the classified part of the project at the level of CONFIDENTIEL UE/EL COMFIDEMNTIAL
and/or SECRET UE/EU SECRET.

Where a P5C is required for the bensficiary’s personnel, the beneficiary must directly
request its NSA or DSA to initiate the procedure to this effect. The beneficiaries
concerned shall maintain records of their employees taking part in the project and who
have been cleared for access to EUCI.
For the performance of this grant agreement, the below beneficiaries must obtain the PSC:
» Name of the beneficiary/Abbreviation/Country
» Name of the beneficiary/Abbreviation/Country
» Name of the beneficiary/Abbreviation/Country

The beneficiary or subcontractor must have business contingency plans (BCPs) to protect
any EUCI handled in the performance of the classified grant agreement in emergency
situations and must put in place preventive and recovery measures to minimise the
impact of incidents associated with the handling and storage of EUCL The beneficiary or
subcontractor must inform the granting authority of its BCP.

Tienen que estar
actualizadas en el
momento de
comienzo del WPs
correspondiente.

b
s name
a s E INNOVACION
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Para finalizar la parte pre-
award...



When the participant receives the ESR and
the information letter, if the project rises
EUCI Information, that is, EU-RESTRICTED

and above, YOU should
contact your NSA in order to

get detailed information of your national
security instructions to be fullfiled...

HORIZONTE

EUROPA

@HorizonteEuropa
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Reference documents

v" Regulation establishing Horizon Europe: Security (Art. 20)
v" Model Grant Agreement: Confidentiality and security (Art. 13 and Annex 5)

v' Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for
protecting EU classified information.

v' Commission Decision 2021/259 laying down implementing rules on industrial security
with regard to classified grants.

Guidelines for Security Experts on the Security Scrutiny Procedure (coming soon).
Guidance on the ‘classification of information in Horizon Europe projects’ (July 2021).
Guidance on ‘How to handle Security sensitive projects’ (July 2021).

Horizon Europe Programme Security Instruction (PSI) (Version 1.0, June 2021).

HE Programme Guide (June 2021).

Guidance note on ‘potential misuse of research’.

Guidance note on ‘research with an exclusive focus on civil applications’.

DN NI N N N NN

Security section of the HE proposal template, including the template of the Security
Aspects Letter (SAL) and its annex (Security Classification Guide (SCG)).

£ o A
HORIZONTE 2 ESPANA B, = EDT'
EUROPA R . : v
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Reference documents
v Guidance on the ‘classification of information in Horizon Europe
projects’ (July 2021).

v' Guidance on ‘How to handle Security sensitive projects’ (July
2021).

v Horizon Europe Programme Security Instruction (PSI) (June 2021).

Horizon Europe PSI I S maiootitnms. s

PROGRAMME SECURITY INSTRUCTION
CONCERNING

Honzon Europe Programme
(SHORT TITLE: HoRRON ELRoPE PSY)

issued by
EU Grants Ewropean Commission

Version 10
i Dated
How to handle security-sensitive projects Horizon Europe (HORIZON) o 2020

Projects with sensitive and classified information

Classification of information in Horizon
Europe projects

HORIZONTE

E U Ro PA ':: " ::. F’rogrgnmgse de la UE

@HorizonteEuropa
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf

LosLunes CDTI SOST Bruselas sesion10

A
MINISTERIO
DE CIENCIA
E INNOVACION

INNOVACION
los Lunes de CDTI-SOSTEyselos (ST10): Aspectos

de seguridad en‘propuestas de Horizonte Europa

Registro Presentacion CDTI_Security Scrutiny and Classified Information
Presentacion ISDEFE_Aspecios de seguridad e informacion dlasificada en propuestas Agenda préximas sesiones

Grabacién de la sesion

Webinario online

‘ Anade al calendario

Evento ferminado
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https://eventos.cdti.es/ES/LosLunes_CDTI_SOST_Bruselas_sesion10

Seguridad a nivel nacional...

*Material cedido por la ONS...



ONS cresrana..

Oficina Nacional de Seguridad
Centro Nacional de Inteligencia

. INFORMACION CLASIFICADA ?&

Informacion Clasificada es todo material que debe ser protegido
ya que su pérdida, difusion no autorizada o modificacion

puede causar un daio serio

para los intereses y/o seguridad nacional o internacional




ONS

Oficina Nacional de Sequridad
Centro Nacional e Inteligendia

NORMAS DE SEGURIDAD
APLICABLES A UN PROGRAMA

» UE - 444/2015 y normas complementarias

» Decision 2021/259 de la Comisién Europea
(Subvenciones)

* Norma especifica internacional de seguridad:
PSI o Instrucciones de seguridad del programa.

* Y normativas nacionales = ANPIC

R =G



ONS

Oficina Nacional de Sequridad
Centro Nadional Ge Inteligencia

INSTRUCCIONES DE SEGURIDAD
DEL PROGRAMA - PSI -

A ED VRIS S

L

HSEM / HSES / TP o planesde
HPS transporte

Regulan en qué Regulan los medios
situaciones es de transporte fisico
necesario o no las de la documentacién
habilitaciones de y piezas

seguridad de las componentes del
entidades programa que no son
participantes de libre circulacion




ONS

Oficina Nacional de Sequridad
Centro Nacional e Inteligendia

GUIA DE CLASIFICACION

SCG

‘ ‘ Anexo ala PSI

Indica el grado de clasificacién de

cada elemento, item, deliverable, etc.

de un determinado trabajo en un
programa clasificado.

Cuanto mas detallada mejor para las
entidades desarrolladoras

Lable 3.1¢: List of Deliverables

Short Delivery

. Work i
Deliverable  Deliverable ek name of Iype Dissemination date
(number) name I R lead i Tevel (in

number

rarticipant
] ! ! | ~ months)

30 0 40 entregables... hasta 832...
cada uno con su posible clasificacion

Se debe clasificar de forma justa,
ni sobreclasificad ni subclasificar.




ONS

Oficina Nacional de Sequridad
Centro Nacional e Inteligendia

Atencion con los NIVELES DE CLASIFICACION

TABLADE EQUIVALENCIAS entre paises!

Tras secret UEEU
Top Secret

Secret UE/EU
Secret

Confidentiel UES
EU Confidential

Restreint UE/EU
Restricted

COSMIC Top Secret

MATO Secret

MNATO Confidential

MNATO Restricted

EU TOP SECRET

Clasificacion ESA ESA Top Secret ESA Secret ESA Confidential ESA Restricted
q‘ Faises ESA
_ Albania Tepér Sekret Sekret Konfidencial | Kufizuar
Alemania Streng Geheim Geheim WS — Vertraulich VE.; — Nur fur den
Dienstgebrauch
Austria Streng Geheim Geheim YVerraulich Eingeschrankt
EU CO NF | DENT IAL Bélgica Trés Secr_etZeer SecretGeheim Cnnﬁdentlg_l\."er— 2
Geheim trouwelijk
Bulgaria CTporo CeKpeTHO CerpeTHO MosepuTenHo 3a cny*ebHo
nonaeaHe
- Top Secret Tres ConfidentialCon- 2
Canada Secret SecretSecret fidentiel —
A DG . . .
. . . ATroppnTodbr: EpmoTeunikoAbir: NMepropropevne
Chipre ATT, ToAbDr: -
EU RESTRICTED : reumcear | Mepopauevne
[(AAIT)
Croacia Vrio Tajno Tajno Fowvjerjivo Cgraniéeno
Dinamarca Yderst hemmeligt Hemmeligt Fortroligt Til tjienestebrug
Eslovaquia Prisne tajne Tainé Doveme Vyhradene
Eslovenia Strogo tajno Tajno Zaupno Intemo
Espana Secreto Reservado Confidencial Difusion Limitada
Estsados Umni- Top Secret Secret Confidential —=

*EU RESTRICTED: Hay paises con tratamiento especial al no tener el nivel: Francia, Israel,

Bélgica, Canada, EE.UU...




ONS

Oficina Nacional de Sequridad
Centro Nadional de Inteligencia

SOCIOS / PROVEEDORES / CLIENTES
DEL CONSORCIO

ABPIC
Acuerdo Bilateral para Proteccion de Informacién Clasificada.

Sin ABPIC no hay programa clasificado
No se puede intercambiarICen el programa sin acuerdo,

salvo excepciones

No hay
‘ ABPIC con

todos los
paises

’ Continua negociaciéon para ABPIC

Siempre hay que revisar /consultar los ABPIC
antes de formar un consorcio

% Para conformar un consorcio internacional

R =G



ONS

Oficina Nacional de Seguridad
Centro Nacional de Inteligencia

INCIDENTE DE SEGURIDAD

Entidades ajenas al propietario
de la IC quieren acceder a ella.

Interés comercial

$

Mayor riesgo parala IC

Parametros que se deben asegurar
CONFIDENCIALIDAD
DISPONIBILIDAD
INTEGRIDAD




ONS

Oficina Nacional de Seguridad
Centro Nacional de Inteligencia

DATOS DE CONTACTO

Oficina Nacional de Seguridad

I‘chas gracias

su atencioén

Programas Int. programas@ons.cni.es
Sector publico sectorpublico@ons.cni.es

ra Empresas empresas@ons.cni.es
Seg. personas segper@ons.cni.es
Acredit. TIC acreditacion@ccn.cni.es

D )



Muchas gracias!

Marina Martinez-Garcia
Framework Programme officer at SOST-CDTI Brussels
Cluster-3 Horizon Europe National Contact Point
marina.cdti@sost.be
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mailto:marina.cdti@sost.be

ESHORIZONTEQ J2)

Partal espaiol del Programa Maroo de Imestigacion & Innovacion de la Union Europea

+ info sobre programas y ayudas
para la
internacionalizacién de la l+D+l espaiola

www.eshorizonte2020.es - www.cdti.es

You

@EsHorizonte2020 - @CDTloficial
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